Different forms of encryption techniques are being used to ensure privacy of data transmitted over Internet. Digital signature which uses Public Key Encryption (PKE) ensures privacy of conversation, integrity of data, authenticity of sender and non-repudiation of sender. Several applications on desktops, mobiles and other devices use it to secure data of various applications, services and access to devices. Digital signature exists as a file on some storage device or is embedded in hardware devices. Digital signature certificates are digital signatures that are signed by some third party certifying authority. This paper describes working of digital signature through illustrations and explains various procedures and algorithms involved in signings the data through use of digital signature. It introduces an open source software tool that can be used to study processes, procedures and algorithms used in digital signatures. It also presents information about different types of digital signature certificates currently available, file formats used therein and programming support of digital signature in .NET languages. Further, it presents an excerpt of digital signature scenario in Indian Government.
INTRODUCTION
With the advent of digital storage and communication technologies the entire spectrum of storage and communication systems has been revolutionized as digital information can be easily stored, copied, changed and transported [1] . These desirable properties of digital information are very useful but owing to easy and almost undetected modification of digital data, they have raised several security concerns. Therefore, digital data is regarded as unreliable in areas where privacy, authentication, and integrity of data are of concern unless some security procedure is attached to it. There are areas like contracts, receipts, approvals and similar others where users have severe and genuine concerns of unauthorized modification or disclosure of data. Hand signatures don't change this situation, because it is easy to transfer a hand signature from one digitized document to another or to modify a digitized document that is hand signed. The risk of data misuse has increased many folds with the advent of networking and wireless communication as many users can gain access to the data if not secured.
The solution to all these issues is digital signature [2] . A digital signature is not a digitized hand signature, but a special kind of check-sum. Secret information ensures that a digital signature cannot be forged, while public information enables the verification of the signature. Digital signature ensures prevention of unauthorized access to data while ensuring accurate authentication to data without interference. Digital signature is currently used in various application domains [2] that include: i) Government: Filing tax returns online by taxpayers, citizen ID card, issuing forms and licenses, reservations & ticketing, ii) Banking:
Inter/ Intra bank messaging systems, corporate Internet banking applications, iii) Financial Services/Broking: Online trading, electronic contract notes, iv) B2B: Online tendering, e-Procurement, v) Healthcare: healthcare management system, electronic medical recording, electronic prescriptions and many others.
This remaining paper is organized as follows: section 2 briefly describes privacy, authentication, integrity and non-repudiation. Section 3 introduces encryption and in section 4 functioning of Public Key Infrastructure (PKI) are illustrated. This section illustrates steps involved in digital signatures and certificates. Section 5 lists various encryption and signings algorithms. Section 6 introduces CrypTool and presents .NET programming language support for digital signatures. It also lists various types of digital signatures, file formats and companies providing digital signatures. Section 7 gives an excerpt of digital signature scenario in Indian Government which is followed by conclusion.
PAIN
PAIN which collectively refers to Privacy, Authentication, Integrity and Non-repudiation are four key factors to achieve information security [3] . Privacy also called confidentiality, guarantees non-disclosure of information to unauthorized persons. Authentication ensures that the document or software is genuine. Integrity as a concept means that there is resistance to alteration or substitution of data, and/or that such changes are detected and provable. The information should not be changed except by an authorized agent. Non-repudiation is a security service that prevents a party from falsely denying that it was the source of data that it did indeed create.
Privacy
It is the right of individuals to control or influence what information related to them may be collected and stored and by whom and to whom that information may be disclosed. Privacy guarantees the prevention of unauthorized access and manipulation of data. It means that a transaction between businesses cannot be viewed or interfered with by an outside party.
Authentication
Authentication is the security process that validates the identity of a communicating party. In the simplest implementation, this takes the form of a password. Passwords can be easily compromised through indiscretion and typically do not address who is entering the password. Another variant of authentication is known as strong authentication. In this implementation, authentication is provided by a digital signature which is an encrypted value provided by the entity requesting authentication that can only be decoded by the public key of the signature's owner.
Integrity
Integrity ensures security against forgery which includes policies to stop distribution of software and data contaminated with viruses, Trojans, Spywares, etc. This usually involves the use of checksums, one-way hashes, or other algorithmic validation of the data. Whether the data might be changed by accident or malice, preventing that change is the foremost concern, and detecting it is second. Integrity can be maintained at many levels, from the hardware all the way to the application logic. At first glance it might seem that authenticity is included in the concept of Integrity. Integrity is more specifically about the content of the data itself.
Non-repudiation
Non-repudiation means the ability to prove that a transaction originated from a particular party. So that party cannot deny that he performed a certain transaction. A receiver cannot deny that he received a certain message from a sender, and a sender cannot deny that he sent a message to the receiver. It is a security service that prevents a party from falsely denying that it was the source of data that it did indeed create.
ENCRYPTION
It is the process of encoding a plain text message so that it cannot be understood by intermediate parties who do not know the key to decrypt it [4] . The purpose of encryption is to keep secrets. It has other uses but encryption was first used to protect messages so that unauthorized person could not decode the message. An Encryption function combines the message and the encryption key to produce an encrypted result. Without prior knowledge of the secret key the result makes no sense. An algorithm used for encryption is called Cipher and the encoded message is called Cipher text. A computing system that implements one or more specific encryption algorithms is called Cryptosystem.
Secret Key Encryption
The encryption technique that uses same key called secret key or private key for both encoding and decoding the plain message is called Secret Key Encryption [4] . It is also called Symmetric Key Encryption, Shared Key Encryption and Private Key Encryption. The secret key must be kept secret by all parties because it is used to encrypt and also decrypt message. Its disclosure enables anyone to decrypt the encoded information and as such can compromise information security. An algorithm that implements Secret Key Encryption is called Symmetric Algorithm. Classic symmetric encryption [4] can be achieved using following techniques: Caesar, Vigenère, Hill, Monoalphabetic substitution, Playfair, ADFGVX, Byte Addition, Exclusive-OR, Vernam, homophonic substitution, permutation, and Solitaire. Modern Symmetric Encryption [4] can be achieved using following techniques: IDEA, RC2, RC4, DES in ECB mode, DES in CBC mode, Triple-DES in ECB mode, Triple-DES in CBC mode, Rijndael, and AES (self extracting). Secret Key Encryption techniques require sophisticated mechanism to securely distribute key to all parties. However, they are faster than asymmetric key encryption algorithms and play a very vital role in the implementation of Public Key Infrastructure.
Public Key Encryption
Public Key Encryption [5] is an encryption methodology that uses Asymmetric Key pair (Public Key and Private Key) from which one key is used for encryption and the other is used for decryption. It allows the distribution of an encryption key that does not compromise the secrecy of the decrypting Private Key due to the utilization of a related pair of one-way functions. The Public Key is made public and is distributed widely and freely. The Private Key is never distributed and must be kept secret. Given a key pair data encrypted with the Public Key can only be decrypted by its corresponding Private Key and conversely data encrypted with the Private Key can only be decrypted with the corresponding Public Key. This characteristic is used to implement encryption and digital signature. Some Asymmetric Encryption algorithms are: RSA, DSA, and ECDSA. It offers key advantages like simplified key distribution, digital signature and long-term encryption. Public key authentication is often used when authentication should be performed automatically without user intervention. The systems involved can trade public keys and authentication information without the user interacting with the system [6] . For this reason, public key based authentication and its derivatives like certificate based authentication are frequently used for machine authentication and for establishing anonymous encrypted sessions such as Secure Sockets Layer (SSL), Network Layer protocols, etc. It is also used in e-mail communications, document shearing, etc.
FUNCTIONING OF PKI 4.1 Encryption and Decryption
In encryption using Public Key Infrastructure (PKI), the sender encrypts the plain message and transmits it to the recipient using any available mechanism which is decrypted by the recipient. The functioning of encryption and decryption is illustrated in figure 1 . The operations performed in each step are given below:
Process: Encryption
Steps Operation 
Signing and Verifying
In signings using PKI, the sender transforms the plain message into signed message and transmits it to the recipient using any available mechanism which is decrypted by the recipient. The functioning of signing and verification is illustrated in figure 2 . 
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Figure 2: Functioning of Signings and Verification
The operations performed in each step are given below:
Process: Encryption (for Sigining)
Steps Operation 1
The Plain message is transformed into encrypted form called signed message by encrypting it using the Private Key of the sender.
Process: Decryption (for Verification)
Steps Operation
1
The received signed message is decrypted into the plain message by using Public Key of the sender. The signed message can only be decrypted to plain message by using Public Key that corresponds to Private Key used for signings it. The Public Key is typically attached to the signed message. Any attempt to decrypt the signed message with wrong Public Key will be unsuccessful, thus ensuring authentication, and non-repudiation. This scheme however, does not ensure privacy and integrity because anybody getting access to the signed message can decrypt it as the Public Key of the sender is available freely and widely.
Signing and Verifying with Hashing
A one way mathematical function called hashing function [4] can be used to compute a small and fixed length message digest also called figure print or hash or message abstract to ensure faster sigining because sigining a lengthy plain message can be time consuming. The advantages of using a hash function are: i) Hashing is a one -way function and thus it is not possible to compute the original message from its hash, ii) Any change in the message will also change the message abstract -thus changes can be immediately detected, iii) Hash function receives messages of any length and produces hash of fixed length which is smaller than the message itself, and, iv) Hashing algorithms are faster than any symmetric and asymmetric encryption algorithms.
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Figure 3: Functioning of Signings and Verification with Hashing
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The sender uses a hash function to compute message digest and then encrypts the digest using his Private Key to get message signature. Since the signature is based on digest and not the plain message, it is not possible to reconstruct the message from the signature. Thus this signature is appended to plain message and is transmitted over any transmitting medium. The Public Key is typically attached to the signed message. The recipient separates the plain message from the signature and the Public Key and then using same hashing function computes message digest of the plain message received, the received signature is decrypted into digest using Public Key of the sender. The two digests are compared to determine authenticity of sender. Any change in the plain message will also change the message abstract and thus the changes can be easily detected. The functioning of signing and verification is illustrated in figure 3 and the operations performed in each step are given below:
Process: Sigining
Digital Signature
Encryption and sigining along with hashing can be combined to ensure privacy, integrity, authentication and non-repudiation. The plain message is hashed to compute a message digest which is encrypted using Private Key of the sender to generate the message signature. The plain message, the message signature and the Public Key of the sender are packed together which is transformed into signed and encrypted message using the Public Key of the recipient. The recipient unpacks received message which is the signed and encrypted message after which same hashing function is used to compute message digest of the received message which is compared to the decrypted signature. The functioning of signing and verification is illustrated in figure 4.
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Process: Sigining and Encryption
Steps Operation The digital signature can be used to provide assurance that the claimed signatory signed the information. In addition, it may be used to detect whether or not the information was modified after it was signed. These assurances may be obtained whether the data was received in a transmission or retrieved from storage.
Digital Signature (using Symmetric Key)
Encryption and decryption algorithms using asymmetric keys are too slow to be used for long messages, thus a symmetric key is generated and is used in Digital Signatures to encrypt the packed unit (plain message, the message signature and Public Key of sender). The Symmetric Key is encrypted using the Public Key of the recipient so that it can only be decoded by the intended receiver who can use it to decrypt the packed unit before unpacking it and drawing semantics. The functioning of signing and verification is illustrated in figure 5. The operations performed in each step are given below:
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Digital Signature Certificate
Digital Signature is identity information encrypted with a private key and therefore decryptable with a public key. Digital Certificates are Digital Signatures that have themselves been -SIGNED‖ using the Digital Signature of some trusted authority, thus creating a -CHAIN‖ of authentications. In certificate hierarchy, the ultimate authority is called the Root Certifying Authority (Root CA). Root CA's certify the identities of all members so that members who trust the Root CA can trust anyone that they have certified. VeriSign, Thawte and Entrust are examples of Root CA's. In India Controller for Certifying Authorities (CCA) has been authorized by the Government to license and regulate the working of CA. CCA is National Root CA and operates RCAI for certifying the public keys of CA's using it private key. The functioning of signing and verification is illustrated in figure 6 and the operations performed in each step are given below:
Process: Sigining and Encryption
Steps Operation Digital signature certificates create a chain of authentications, enabling identification of sender and management of complex key and certificate management procedures. It offers information security for a variety of applications and services. It has been adopted as a standard security mechanism by leading companies, standardizing bodies and government legislations of various countries.
ALGORITHMS USED IN PKI 5.1 Hash Algorithms
A hash function is a function that maps a bit string of arbitrary length to a fixed length bit string. Approved hash functions are designed to satisfy the following properties: a) One-way: It is computationally infeasible to find any input that maps to any new pre-specified output, and b) Collision resistant: It is computationally infeasible to find any two distinct inputs that map to the same output.
The cryptographic hash algorithms SHA-1, SHA-2 (SHA-224, SHA-256, SHA-384, SHA-512) and MD5 are commonly used functions that take an arbitrary length input message and return a unique fixed length output value known as the message digest.
The digest is effectively a compressed but irreversible representation of the entire input message which can be used to provide data integrity checking, since changes in the digest indicate the message has also changed. 
.NET and Digital Signatures
Availability of cryptographic libraries in the form of Application Programming Interface (API) containing compiled cryptographic functions makes implementation of cryptographic functionalities (including digital signatures and certificates and smart cards) into a desktop or web application very fast and easy.
The .NET Framework Cryptographic Model provides implementations of many standard cryptographic algorithms. [14] . These algorithms are easy to use and have the safest possible default properties. In addition, the .NET Framework cryptography model of object inheritance, stream design, and configuration is extremely extensible.
The .NET Framework security system implements an extensible pattern of derived class inheritance. The hierarchy is as follows: i) Algorithm type class, such as SymmetricAlgorithm, AsymmetricAlgorithm or HashAlgorithm. This level is abstract, ii) Algorithm class that inherits from an algorithm type class; for example, Aes, RC2, or ECDiffieHellman. This level is also abstract, and, iii) Implementation of an algorithm class that inherits from an algorithm class; for example, AesManaged, RC2CryptoServiceProvider, or ECDiffieHellmanCng. This level is fully implemented. In the .NET Framework, the classes in the System.Security.Cryptography namespace manage many details of cryptography some of which are wrappers for the unmanaged Microsoft Cryptography API (CryptoAPI), while others are purely managed implementation. The following classes implement secret-key encryption algorithms: i) AesManaged (introduced in the .NET Framework version 3.5), ii) DESCryptoServiceProvider, iii) HMACSHA1 (This is technically a secret-key algorithm because it represents message authentication code that is calculated by using a cryptographic hash function combined with a secret key, iv) RC2CryptoServiceProvider, v) RijndaelManaged, and, vi) TripleDESCryptoServiceProvider. The following classes implement public-key encryption algorithms:
ECDiffieHellmanKeyDerivationFunction (base class), and, vii) ECDsaCng. The following classes implement digital signature algorithms: i) DSACryptoServiceProvider, ii) RSACryptoServiceProvider, iii) ECDsa (base class), and iv) ECDsaCng. Hashing algorithms are implemented through the classes HMACSHA1 , MACTripleDES , MD5CryptoServiceProvider , RIPEMD160 , SHA1Managed , SHA256Managed, SHA384Managed , and SHA512Managed .
The .NET Framework 3.5 supports the Suite B set of cryptographic algorithms published by the National Security Agency (NSA) (http://www.nsa.gov/ia/programs/suiteb_ cryptography/index.shtml). Suite B set includes Advanced Encryption Standard (AES) algorithm with key sizes of 128, 192, and 256 bits for encryption, Secure Hash Algorithms SHA-1, SHA-256, SHA-384, and SHA-512 for hashing, Elliptic Curve Digital Signature Algorithm (ECDSA), using curves of 256-bit, 384-bit, and 521-bit prime moduli for signing. The NSA documentation specifically defines these curves, and calls them P-256, P-384, and P-521. It also supports Elliptic Curve DiffieHellman (ECDH) algorithm, using curves of 256-bit, 384-bit, and 521-bit prime moduli for the key exchange and secret agreement.
Like .NET, Java programming language also supports cryptographic functions and defines Java Cryptography Architecture (JCA) that contains several classes and methods for implementing cryptographic functions [15] .
Obtaining Digital Signature Certificates
Digital signature certificates are provided by several government and corporate companies for different purposes. Currently certificates are available for the purpose of i) Email / document signing (sigining e-mail messages and sigining documents like MS Word and pdf documents, ii) Wild Card SSL (securing multiple domains), iii) SSL Server (securing single web domain), iv) SSL Client ( certifying a SSL Client), v) Mobile and Desktop Code Sigining (securing applications for mobile phones and desktop or Microsoft Authenticode), vi) Time Stamping (certifying time-stamping servers), and vii) IPSec (securing IP connections). Table 3 list some Root Certification Authorities who provide Digital signature certificates, some of them also provide free certificates for certain periods of time. 
File Formats of Digital Signature Certificates
International Telecommunications Union (ITU) published the X.509 [16] 
Controller of Certifying Authority
The Information Technology (IT) Act, 2000 [18] was enacted by the Indian Parliament in June, 2000. It was notified for implementation in October, 2000 with the issuance of Rules under the Act. The purpose of the Act besides others includes promotion of digital signatures for the growth of E-Commerce and E-Governance. For this purpose the IT Act enacted Controller of Certifying Authority (CCA) to govern and regulate digital signature certificates in India.
Root Certifying Authority of India (RCAI)
The CCA has established the RCAI under section 18(b) of the IT Act to digitally sign the public keys of CAs in the country. The RCAI is operated as per the standards laid down under the Act. The RCAI is operated using SmartTrust software. Authorized CCA personnel initiate and perform Root CA functions in accordance with the Certification Practice Statement of Root Certifying Authority of India. The term Root CA is used to refer to the total CA entity, including the software and its operations.
Root Certificate
A root certificate is a self-signed certificate. A root certificate, the top-most certificate of the tree, is based on the ITU-T X.509 standard. All certificates below the root certificate inherit the trustworthiness of the root certificate. The root certificate was issued on 13th June 2007 and is valid up to 4th July 2015. This certificate is intended for the following purposes: ensures the identity of a remote computer, proves your identity to a remote computer, protects e-mail messages, ensures software came from software publisher, protects software from alteration after publication, allows data to be signed with the current time, Allows data on disk to be encrypted, allows secure communication on the Internet, and all issuance policies.
RCAI Licensed Certification Authorities
Controller of certifying authority has currently licensed seven Certifying Authorities which are listed in table 4 who can issue digital signature certificates in India. These can appoint one multiple sub Certifying Authorities. are typically used for electronic commerce applications such as electronic banking, electronic data interchange (EDI), and membership-based on-line services, where security is a major concern. The level of trust created by the Digital Certificate is based on the authentication procedures used by the CA to verify identity and the service guarantees offered by the CA to back up that authentication.
E-Governance Websites
Some government websites in India are using Digital Signatures for authentication of information as an initiative towards egoverness. A few of them are listed in table 5: 
CONCLUSION
Various encryption techniques are being used to ensure privacy and authentication of digital information. Digital signatures employs encryption, hashing and digital signature algorithms to ease its users attain all four desired properties namely privacy, integrity, authentication and non-repudiation for information security. There are several possible ways to use digital signatures each having its pros and cons. The most common use is digital signature certificate. Digital signature certificates are issued by several third party certifying authorities some of which are governed by governments. Certificates are issued for different purposes and exist in different file formats. All major programming languages provide cryptographic functions that support implementation of digital signatures and certificates in desktop and web applications. India has taken an initiative at government level to make use of digital signature to implement e-governess and e-commerce in a secure manner.
